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The Case of the Diverted Payments: 
A Lesson in Cybersecurity 

 
By: Mike Bevilacqua, Chief  Content & Education Officer 

 Credit Research Foundation 

The information below is from an account that wanted to re-
main anonymous, however is sharing the experience of how 
easily it is to potentially have funds misdirected to a fraudulent 
bank account within the Accounts Receivable process.  
 
In this instance, we have a large company fall victim to a pay-
ment diversion scheme that could have cost them $750,000 
and nearly ruined their relationship with one of their largest 
customers. 
 
The Incident 
The Company had been working with a long-standing customer, 
and they communicated via email to handle invoices, purchase 
orders, and payment confirmations. This routine interaction 
created the perfect opening for a sophisticated cybercriminal 
group. 
 
The attackers executed a business email compromise (BEC) 
scheme: 
 
Continued... 
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· The fraudsters gained access to the email account of an Accounts Receivable employee 
through a phishing email disguised as a legitimate internal IT alert. 

· Once inside the account, the attackers monitored email exchanges for weeks, learning the 
Company's processes, payment schedules, and even the tone and language used in the 
emails. 

· When it was time to pay an invoice, the attackers struck. They sent an email to the customer 
mimicking the Accounts Receivable employee with a slight change to the email address, in-
structing them to send the payment to a new bank account—one controlled by the fraudsters. 

· The customer, familiar with the employee and the tone of the communication saw no reason 
to doubt the request, complied. The customer’s treasury team did a review of the bank ac-
count information, determined it was for an oƯshore account, and could have been untracea-
ble within hours. 

 
The Fallout 
The customer, after being alerted by their Treasury team, reached out to the Company and in-
formed them that their email account had been spoofed, and an attempt was made to change the 
lockbox information. The incident created a full-blown investigation within the Company to deter-
mine if there were any other e-mails that were compromised by the phishing attempts.  
 
Root Causes 

√    Lack of Email Security: The Company did not have multi-factor authentication (MFA) ena-
bled, making it easy for attackers to access the email account with stolen credentials. 

√    Employee Awareness Gaps: Both the Company and the customer lacked suƯicient train-
ing in recognizing phishing attempts and red flags in payment requests. 

 
Steps to Prevent Future Incidents 
The Company and the customer collaborated to implement the following measures to ensure oth-
er instances of this fraud type would never happen again: 
 
Enhance Email Security 

√    Multi-Factor Authentication (MFA): All employee email accounts were required to use 
MFA. 

√    Email Filtering: Advanced spam and phishing filters were installed to block suspicious 
emails. 

 
Implemented a Dual Verification Process 

√    Both companies adopted a strict policy requiring any changes to payment details to be 
confirmed through a secondary communication method, such as a phone call to a known, 
verified contact. 
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Increased Employee Awareness 
√    Regular cybersecurity training was introduced to help employees identify phishing at-

tempts, suspicious requests, and other fraud risks. 
 
Reviewed and Updated Vendor Management Processes 

√    The Company required vendors to confirm their banking information through secure por-
tals rather than via email. 

 
Deployed Fraud Detection Tools 

√     Software solutions were implemented to monitor for unusual activity in payment systems, 
such as changes in bank account details or irregular transaction patterns. 

 
Cybersecurity Insurance 

√     Both companies obtained cybersecurity insurance policies to mitigate financial risk in 
case of future attacks. 

 
The Outcome 
Through these measures, both parties not only rebuilt trust, but also became more resilient to fu-
ture attacks. The incident served as a stark reminder of how seemingly minor oversights can lead 
to major losses and highlighted the importance of proactive cybersecurity practices. 
 
This story underscores the importance of vigilance, layered security and continuous training in 
preventing payment diversion fraud. By addressing both technical vulnerabilities and human fac-
tors, businesses can protect themselves and their partners from devastating financial losses. 
 
When fraudulent payment diversion occurs, determining who is responsible for the financial loss 
depends on several factors, including the contractual terms between the parties, negligence, and 
the specific circumstances of the fraud. Here is a breakdown of the considerations: 
 
If the Transfer Occurred, Who Would be at Risk? 
Below we will explore the various ways this could have played out if the customer was not alerted 
by their treasury team about the fraudulent bank account.  
 
Contractual Agreements 
 
· Who bears the risk of loss? 
à Contracts between companies often specify who is liable in cases of fraud. For instance, if the 

customer was instructed to verify banking details before making payments and failed to do so, 
they may bear responsibility. 

à If there is no explicit agreement about such scenarios, legal principles and practices come 
into play. 



 

4 
Industry News 

Negligence and Duty of Care 
 
· Customer’s Responsibility: 
à If the customer failed to confirm the bank account change through a secondary communica-

tion channel (e.g., a phone call), this could be considered negligent. Most financial best prac-
tices require independent verification of significant changes. The customer’s diligence in this 
example thwarted the eƯorts of the bad actor. 

à The customer could be held liable for failing to follow due diligence when transferring funds. 
 

· Company’s Responsibility: 
à The Company may be partially responsible if they failed to secure their internal systems, al-

lowing the attackers to compromise their email accounts. If their lack of cybersecurity 
measures enabled fraud, they could be responsible for contributing to the loss. 

 
Payment Systems and Banking Liability 
 
· Bank’s Role: 
à Depending on local regulations, the bank(s) involved in the transaction may bear some re-

sponsibility, especially if they failed to detect red flags in the fraudulent payment. 
à Most banking systems operate under a “good faith” assumption when processing transac-

tions initiated by account holders, so recovering funds from the banks is unlikely unless gross 
negligence occurred. 

 
Cybersecurity and Legal Standards 
· In many jurisdictions, liability may hinge on whether the aƯected parties adhered to industry 
cybersecurity standards. For example: 
à If the Company did not use multi-factor authentication (MFA) or adequate email security, it 

might be deemed negligent. 
à If the customer ignored a “red flag” in the communication (e.g., subtle changes in the send-

er’s email address or rushed instructions), they may also be liable. 
 
Insurance Coverage 
 
· Cybersecurity Insurance: 
Both companies may carry insurance policies covering fraud losses. If either company has insur-
ance, it may cover the financial impact, subject to deductibles and policy limits. 

 
· Errors and Omissions Insurance: 
à The Company may have coverage if the fraud was due to an error on their part. 
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· Commercial Crime Insurance: 
The customer may have coverage for losses due to fraud perpetrated by third parties. 
 
Legal Outcome 
If the matter were taken to court, a judge would likely evaluate: 
 
1. The level of negligence by both parties. 
2. Industry standards and whether those standards were followed. 
3. Specific contractual terms addressing liability for fraud. 
 
Typical Outcomes 
1. Customer is Responsible: If the customer failed to verify the bank account change and  
        negligently transferred funds, they may be liable. 
2. The Company is Responsible: If the Company’s inadequate cybersecurity measures led to  
         the fraud, they may bear responsibility. 
3. Shared Responsibility: Courts may allocate liability proportionally if both parties were  
        negligent (e.g., 70% customer, 30% Company). 
 
Best Practices to Avoid Disputes 
To prevent confusion over liability in the future: 
 
· Clearly define fraud and payment-related responsibilities in contracts. 
· Mandate secondary verification for any financial or banking changes. 
· Maintain robust cybersecurity measures for both parties. 
 
Each situation is unique, so consulting legal counsel and reviewing applicable laws is essential to 
determine the final outcome in a specific case. 
 
About the author: 
Mike Bevilacqua is the Chief Content & Education OƯicer at the Credit Research Foundation (CRF), where 

he curates educational content for leaders in Commercial Credit Risk and Accounts 
Receivable operations within Fortune 1000 companies. Mike focuses on innovative 
tools and methodologies that enhance Revenue Cycle Management eƯiciency while 
developing leadership and change management skills. 
 
Previously, Mike was the Sr. Director of Commercial Credit and Supply Chain Risk at 
PepsiCo, overseeing commercial credit risk across the U.S. and Canada $ 68 billion 
customer portfolio, as well as global supplier risk mitigation. He led a 70-person 
team managing an $18 Billion-dollar Direct Store Delivery Accounts Receivable op-
eration for PepsiCo along with a $68 billion dollar commercial customer portfolio.  
 
A Pennsylvania native, he holds a bachelor’s degree in Accounting from King’s Col-

lege and an MBA in Finance and Marketing from Wilkes University. He previously served as Chairman of 
CRF, held leadership roles on the National Food Group committee, and was a member of the American 
Bankruptcy Institute and participated on some of the largest bankruptcy oƯicial unsecured creditors’ com-
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Credit Professionals Alliance has been working hard to provide our clients 
with the most up-to-date webinars concerning today’s challenges in the 
credit field.  Watch your email for upcoming registration information on 
all of the following webinars. 
 
 
 
August 12th: IDENTIFYING HIGH-RISK BUSINESSES AT 
   ORIGINATION AND BEYOND 
 
August 20th: LEGAL ASPECTS OF CREDIT &  COLLECTIONS 
 
August 25th: REIMAGING CREDITOPS:  Unlocking the Power of  
   AI Agents for Smarter Risk, Fraud & Sentiment Detection 
 
 
 
 
Be sure to check out our website www.nacskc.com/education.html for additional edu-
cational opportunities as these are constantly being updated. 
 
Are you looking for Certification and Certificate opportunities?  Credit Professionals 
Alliance can lead you in the right direction, contact Rhonda Ross for additional infor-
mation at rross@nacskc.com or (913) 383-9300. 
 
 
 



 

Educational Update: 
Credit Research Foundation Webinars 
 

August 2025 
 
CRF offers a variety of educational programs:  Proctored Courses, On-Demand Courses as well as  
webinars. 
 
 
 
August 18-20, 2025 August Forum & Expo—Austin, TX 
 
October 27-29, 2025 October Forum—Ft. Lauderdale, FL 
 
 
It is very simple to participate: Go to http://www.crfonline.org and click on the Education. 
  
Now offering a Certificate Program! 
 
For additional information go to http://www.crfonline.org/events/current.asp 
 

The following webinars are being offered by NCS Credit  
to register for these go to: https://www.ncscredit.com/
education-center/events/ 
 
 

August 12th: Bond Claims and Public Construction 

August 26th: States Requiring Lien Notice of Non-Payment 
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